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FortiGuard Web Filtering Service Questions 
  

Q: What is FortiGuard Web Filtering service?  
A: In order to provide real-time protection against undesirable and malicious content on the web, Fortinet offers the 
latest version of FortiGuard Web Filtering service. Our FortiGuard Web Filtering subscription service, delivered in 
FortiOS 3.0/FortiClient 3.0 products offers more than 25 million websites categorized into 76 unique content 
categories and 6 classes for best-in-class user control. Like the other FortiGuard subscription services offerings, 
Fortinet's Web Filtering service offers the industry's fastest response and worldwide updates via the FortiGuard global 
distribution network. 

 
Q: What FortiGuard Web Filtering service levels are offered?  
A: Fortinet’s FortiGuard Web Filtering services are offered in Basic and Premier levels depending on customer 
needs. Both service levels provide the same web categories and database quality for control and blocking of web 
sites by category as well as content classes for an unlimited number of users. As part of the service, re-rating 
requests (where a web site rating is either unavailable or disputed and a manual re-rating is requested) are accepted 
and generally performed in less than 24 hours. Basic service only provides minimal re-rating submission requests per 
day with the actual number of re-rating requests limited based on the FortiGate model number. The Premier level 
service allows many more re-rating requests, bulk requests via email, and email response to each request. There are 
two Premier packages available, Gold and Platinum, which provide 500 and 1000 re-rating submissions respectively 
per week.   
 
Q: How many re-rating requests per day does basic service allow for my FortiGate model? 
A: Generally speaking the formula for calculating what the basic service allows for daily re-rating submissions is 
based on the model number divided by 60, with a minimum of one per day. In other words a FortiGate-60 = 1 per day, 
and a FortiGate-3000 = 50 per day. Use the following table for exact numbers allowed for each model: 
FortiGate-50 = 1 
FortiGate-60 = 1 
FortiGate-100 = 1 
FortiGate-200 = 3 
FortiGate-300 = 5 
FortiGate-400 = 6 
FortiGate-500 = 8 
FortiGate-800 = 13 
FortiGate-1000 = 16 
FortiGate-3000 = 50 
FortiGate-3600 = 60 
FortiGate-5000 = 83 
 
Note: An “A” or “B” added to the FortiGate model name is ignored for calculation purposes. 

 
Q: What happens if the daily limit for re-rating requests per unit is exceeded? 
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A: The customer or end user who submits the URLs for review will see a warning message as shown below. The URL 
will not be reviewed in 24 hours or not reviewed at all depending on certain conditions. There is absolutely no impact 
on the Web Filtering functionality on the FortiGate unit itself when a submission limit is reached. 
 
 

 
 
Q: Can the daily limits of URL submissions for basic service customers be accumulated? 
A: No. The limits on URL submissions for Basic customers are reset on a daily basis. Unused quota cannot be carried 
over and accumulated. 
 
Q: How are the limits on URL submissions tracked? 
A: Each URL submitted by an end-user or customer (usually a network administrator) following the web link provided 
in the replacement message (or block page) is encoded with the FortiGate unit’s serial number. Our submission 
server decodes the serial number and keeps a counter for each unit. For Basic customers, the counter is reset every 
day. For Premier customers, a separate counter is kept on a weekly basis. The submission service is synchronized 
with the FortiCare subscription system, which manages the service contracts. For URLs submitted to our FortiGuard 
Center and at the submission server without being associated with a serial number, the URLs might be reviewed, but 
at a lower priority depending on certain conditions, such as current workload. 
  
Q: How do I renew these FortiGuard Web Filtering service contracts? 
A: You will be notified via email approximately 90, 60, 30, and 7 days prior to the expiration date. At that time you may 
renew your service contract through an authorized Fortinet Partner.  You may find a partner nearest to you by using 
our FortiPartner locater on http://www.fortinet.com/partners/.  Those customers who are within 30 days or less prior to 
expiration may renew online using a major credit card.   
 
Q: Can I get a co-terminus service contract to have all my units expire/renew at the same time? 
A: Yes. Contact your local Fortinet sales representative to arrange this.   
 
Q: Can I offer a free trial or demo license to prospective customers? 
A: Yes. All new FortiGate units come with free 30 days of Web Filtering subscription service enabled. The 30 day 
timer starts when you first register the unit on the FortiCare customer unit registration database. 
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Q: What other different FortiGuard services does Fortinet offer?  
A: Fortinet offers a full suite of update services for our family of integrated security appliances that provide many basic 
and advanced mechanisms for updates of all major security functions: 

- FortiGuard Antivirus service provides antivirus and antispyware signature updates automatically to all 
registered units. 

- FortiGuard Premier Antivirus service provides the same service as above, but also offers a 3 hour 
response time service level agreement (SLA) on providing signature updates on any new submitted 
sample viruses. This service also includes a Fortinet pre-assigned Technical Account Manager. 

- FortiGuard IPS service provides intrusion attack and vulnerability signature updates automatically to all 
registered units. 

- FortiGuard Web Filtering services (Basic and Premier) provide a real-time updated database of URLs and 
web category classification. 

- FortiGuard Antispam service provides a real-time database of known spammers and supports a sender 
reputation system. 

 
Q: How is FortiGuard Web Filtering service licensed? 
A: All services are licensed on a per-system basis. So regardless of how many users each system is supporting the 
annual pricing remains constant. 
 
Q: Can I get a multi-year discount? 
A: Yes, discounts are offered for two or three year contracts. Contact your local Fortinet Sales Manager for detailed 
pricing. 
 
Q: What response times on submission requests are offered?  
A: All re-rating submission update requests are best effort, normally providing 24 hour or less turnaround time on new 
submissions or requests. However Premier customers receive a higher priority and email response to all requests. 
  
Q: How do I find the closest FortiGuard Web Filtering rating servers?  
A: FortiGuard rating servers are located throughout the globe, however knowing the location of the nearest server is 
not required because the FortiGate security devices will automatically find the closest server by sending out an 
automatic inquiry to all servers and then tabulate the closest ones by quickest response time. Therefore even if the 
nearest one is unavailable, the unit will automatically move to next available server in the list dynamically, which is 
completely transparent to the user. 

Q: What if I have another firewall in front of the FortiGate, how do I get rating lookups?  
A: You can either establish a small pinhole in the external firewall using pre-defined TCP/UDP ports, or else download 
manual updates directly from the FortiCare web site. The following table lists all ports used by the various FortiGuard 
services: 

Service Ports 

FortiOS v3.0 FortiGuard Antivirus 
updates 

TCP 443 

FortiOS v2.80 FortiGuard Antivirus 
updates 

TCP 443 TCP 8443 

FortiOS v2.50 FortiGuard Antivirus 
updates 

TCP 8890 

FortiClient FortiGuard Antivirus 
updates 

TCP 80 

FortiOS v3.0 FortiGuard Web 
Filtering and Antispam 

UDP 53 (default) or UDP 8888

FortiOS v2.80 FortiGuard Web 
Filtering 

UDP 8888 

FortiOS v2.80 FortiGuard Antispam UDP 8889 
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(Formerly called FortiShield) 

FortiManager v3.0 FortiGuard Web 
Filtering and Antispam 

TCP 443 and TCP 8890 

 

 

Q: I have a secure private network, what if I can’t connect my appliance to the Internet to get ratings?  
A: You can purchase a FortiManager system and use the Update Manager feature to provide local ratings. In order to 
use the Web Filtering feature on Update Manager, you must have a FortiManager-3000 model or higher. 

 

Q: Does the FortiGuard network listen to/track my traffic information, what if I don’t want it to?  
A: The FortiGuard Distribution network (FDN) does not track individual customers usage or traffic patterns. We do 
track which units are registered for subscription service and its expiration dates and can send out warnings at 30 day 
intervals prior to a service contract expiring. The FortiGuard Web Filtering and Antispam services are a centralized 
database (in-the-cloud) service so we do keep global records of which URLs and email addresses are being 
requested for accuracy measurements only. An alternative to using our centralized web and spam filtering database 
servers is to purchase a separate FortiManager system which then localizes the URL database and visibility/control of 
the usage information. 

 

Q: What if I have a pair of FortiGate units in a High Availability (HA) cluster in active-passive mode, do I need 
to buy a license for each unit even if it’s not normally active? 
A: Yes. All HA units, regardless of operating in active-active or active-passive must be registered with a valid contract 
to receive ratings. However you may be able to request a discount on the passive device. Contact your local Fortinet 
sales representative for details.  
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